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Check Admin Settings
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Before installing Mio on Microsoft Teams, please check the following settings in the admin 

center to ensureyour end users can use the app for cross-platform communication.

Select the permission policy your organization is currently 

using.

2.

In the section, choose one of these three 

options.

Third-party apps 3.

If your company chooses 

, add the Mio appto the allow list.

Allow specific apps and block


all others

4.

In the  section, choose .Custom apps Allow all apps5.

Permissions policies

1. Go to the  of your admin center. Permissions policies section

Select the current policy that your organization uses.2.

Under  the toggle should be .Upload custom apps On3.

Setup policies

1. Go to the app of your admin center.Setup policies section 

This policy is only necessary if your organization requires 

external direct messaging.

The following settings are accessible by Microsoft Teams admins only.

Go to the  of your admin center. Manage apps section1.

Click the  button in the top right corner.Org-wide app settings2.

Turn ON both  and 

. Click Save.

Allow third-party apps Allow interaction 

with custom apps

3.

Make sure the Status is marked as .Allowed5.

In the search box, search for “Mio”.4.

Manage apps

Microsoft Teams

https://admin.teams.microsoft.com/policies/app-permission
https://admin.teams.microsoft.com/policies/app-setup
https://admin.teams.microsoft.com/policies/manage-apps
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Installing the Mio app

Create a new Microsoft Teams team called “Mio”.1.

In your Microsoft Teams app, go to  in the bottom left corner.Apps2.

Search for . Do not click “Add”. Instead, click the drop-down arrow and select .Mio Add to Team3.

Find the “Mio” team that you created in step 1 and select .Set up a bot4.

Open the direct message from the Mio app to .authenticate your account4.

You can now create a universal channel to start chatting with external companies.

Microsoft Teams

User.Read - Sign you in and read 
your profile

Allows you to sign in to the app with your 
organizational account and let the app read 
your profile. It also allows the app to read 
basic company information.

To populate your account information for Mio

To allow Mio to maintain access to the above 
permissions over time (does not grant 
additional permissions).

Allows the app to see and update the data 
you gave it access to, even when you are 
not currently using the app. This does not 
give the app any additional permissions.

offline_access - Maintain 
access to data you have given it 
access to

Permissions requested by Mio during sign up

These scopes govern what the Mio app can access.
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Microsoft Teams

Channel.ReadBasic.All - Read the 
names and descriptions of 
channels

Read channel names and channel 
descriptions, on your behalf.

Allows the app to read the names of your 
channels, so you can convert them into 
universal channels.

Allows the app to read the names of your 
teams so you can pick which team to use the 
app in.

Read the names and descriptions of teams, 
on your behalf.

Team.ReadBasic.All - Read the 
names and descriptions of teams

To deliver messages to other chat platforms 
like Slack or Webex.

Allows an app to read your one on one or 
group chat messages in Microsoft Teams, on 
your behalf.

Chat.Read - Read your chat 
messages

To post files that you send across chat 
platforms.

Allows the app to read all files you can 
access.

Files.Read.All - Read all files that 
you have access to

To fetch images posted in messages and files 
stored in the sender’s space in Sharepoint.

Allows the application to read documents 
and list items in all site collections on your 
behalf.

Sites.Read.All - Read items in all 
site collections

To maintain accurate universal channel 
membership.

Allows the app to read a basic set of profile 
properties of other users in your organization 
on your behalf. Includes display name, first 
and last name, email address and photo.

User.ReadBasic.All - Read all 
users' basic profiles

To allow users to sign in to the Mio app with 
their Teams account.

Allows you to sign in to the app with your 
organizational account and let the app read 
your profile. Allows the app to read basic 
company information.

User.Read - Sign you in and read 
your profile

To allow Mio to maintain access to the above 
permissions over time (does not grant 
additional permissions).

Allows the app to see and update the data 
you gave it access to, even when you are 
not currently using the app. This does not 
give the app any additional permissions.

offline_access - Maintain 
access to data you have given it 
access to

Permissions requested by Mio after authenticating the app

*scopes requiring Application Admin
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To allow Mio to upload the bot user to their 
Teams catalog, so everyone else in the tenant 
can install that user bot/app. This also makes 
the bot user searchable.

Allows the app to create, read, update, and 
delete apps in the app catalogs.

AppCatalog.ReadWrite.All* - 
Read and write to all app 
catalogs

To deliver messages to other chat platforms 
like Slack or Webex.

Allows an app to read your 1 on 1 or group 
chat messages in Microsoft Teams, on your 
behalf.

Chat.Read - Read your chat 
messages

To subscribed to changes that happen in 
specific groups/Teams.

Allows the app to read all groups you can 
access.

Group.Read.All* - Read all 
groups

To manage and update group content for 
groups you are a member of.

Allows the app to create groups and read all 
group properties and memberships on your 
behalf.

Group.ReadWrite.All* - Read and 
write all groups

To post files that you send across chat 
platforms.

Allows the app to read all files you can 
access.

Files.Read.All - Read all files that 
you have access to

To fetch images posted in messages and files 
stored in the sender’s space in Sharepoint.

Allow the application to read documents and 
list items in all site collections on your behalf.

Sites.Read.All - Read items in all 
site collections

Allows the app to read the names of your 
teams so you can pick which team to use the 
app in.

Read the names and descriptions of teams, 
on your behalf.

Team.ReadBasic.All - Read the 
names and descriptions of teams

Permissions requested by Mio if you are a Teams admin and for Connect Platforms

*requires Application Admin

To allow Mio to subscribe to and read all 
messages for improved messaging 
experience.

Allows an app to read this team's channel's 
messages, without a signed-in user.

ChannelMessage.Read.All* - 
Read all channel messages 

To allow Mio to retrieve user roles so we know if 
someone is a Teams admin or not.

Allows the app to read data in your 
organization's directory, such as users, 
groups and apps.

Directory.Read.All* - Read 
directory data

Channel.ReadBasic.All - Read the 
names and descriptions of 
channels

Read channel names and channel 
descriptions, on your behalf.

Allows the app to read the names of your 
channels, so you can convert them into 
universal channels.
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offline_access - Maintain access 
to data you have given it access to

Allows the app to see and update the data 
you gave it access to, even when you are 
not currently using the app. This does not 
give the app any additional permissions.

To allow Mio to maintain access to the above 
permissions over time (does not grant 
additional permissions).

To maintain accurate universal channel 
membership.

Allows the app to read a basic set of profile 
properties of other users in your organization 
on your behalf. Includes display name, first 
and last name, email address and photo.

User.ReadBasic.All - Read all 
users' basic profiles

Permissions requested by Mio if you are a Teams admin and for Connect Platforms cont.

*requires Application Admin

To allow Mio to install bot users/apps to Teams, 
or install apps for different users.

Allows the app to read, install, upgrade, and 
uninstall Teams apps installed for you.

TeamsAppInstallation.ReadWrite
ForUser* - Manage your installed 
Teams apps

TeamsAppInstallation.ReadWriteF
orTeam* - Manage installed Teams 
apps in teams

Allows the app to read, install, upgrade, and 
uninstall Teams apps in teams you can 
access. Does not give the ability to read 
application-specific settings.

To make Mio accessible in all teams within your 
organization, so you don't have to add Mio to 
each team individually.

To allow users to sign in to the Mio app with 
their Teams account.

Allows you to sign in to the app with your 
organizational account and let the app read 
your profile. It also allows the app to read 
basic company information.

User.Read - Sign you in and read 
your profile

To allow Mio to see all information about users 
in their tenant, so we can match them with the 
bot/users on other platforms.

Allows the app to read and write the full set 
of profile properties, reports, and managers 
of other users in your organization, on your 
behalf.

User.ReadWrite.All* - Read and 
write all users' full profiles
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Mio Service User

Background

Microsoft Teams does not publish an event every time a message is posted in a channel. Microsoft 

publishes an event for messages only when they are sent to the Mio app in a direct message or when the 

Mio app is @ mentioned.



For Mio to know a message has been posted in a channel it requires a user token to “listen” to messages 

sent in channels using the chat.read scope. Without this token and the ability to listen to messages in a 

channel, Mio cannot send messages to another messaging platform.



Mio historically used the token of the user that installed the Mio app to the team to listen to messages 

sent in channels. If that user is removed from or leaves the team, Mio no longer has a valid token to 

“listen” to messages and cannot successfully send messages from Microsoft Teams to other platforms.


This current logic places a dependency on end users and increases the risk of breaking a channel sync.

Solution

Microsoft Teams service user - customers will create a Microsoft Teams service user that provides Mio 

a consistent and reliable user token for listening to messages. Mio will automatically add this service user 

as a member to any team that is connected via Connect Platforms.



Note: The service account needs to be both a Microsoft Teams admin and an Application admin.



Mio will no longer require or be dependent on a user for cross-platform messaging.

Added benefits

Creating a dedicated Mio service account would also allow for the following±

§¹ One source for audit logs tracking Mio activity¹

¡¹ Dedicated account for connecting platforms which would reduce dependency on a single employee.

Microsoft Teams
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Start in the  and click  under Azure services.Azure Portal Users1.

Click  .+ New user2.

Complete the new user form, taking note of the 

password if auto-generated. Click .Create

3.

Open the profile of the service user you just created. 4.

Under the  section, navigate to . 

Click .

Manage Assigned Roles

+ Add assignments

5.

In the Directory roles list, choose both

 and then click .

 Application 

administrator Teams administrator Add

6.

Refresh the page to ensure that your service account is 

assigned as both Application administrator and Teams 

administrator.

7.

Microsoft Azure Portal

https://portal.azure.com/

